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COMDTINST M5700.8

5 AUG 1991

COMMANDANT INSTRUCTI1ON M5700.8
Subj: Internal Control Systems Program

1. PURPOSE. This instruction assigns responsibilities and provides
policies and procedures concerning the assessment and evaluation
of Coast Guard internal control systems. This instruction
applies to all Coast Guard civilian and military personnel.

2. DISCUSSION. OMB Circular A-123, Internal Control Systeums
(revised 8/14,/86) provides policy and procedure {for agencies to
establish and maintain a cost-effective system of internal
controls. It requires each agency to develop a five year
Management Control Plan (MCP) to plan and direct the process for
reviewing risk, and identifying and correcting material
weaknesses in internal control systems. Coast Guard must
annually revise the MCP. The new OMB guidance encourages nore
flexible review of control systems by using risk assessments and
alternative internal control reviews to provide reasonable
assurance that rescurces are protected against fraud, waste,
abuse, or mismanagement.

3. RESPONSIBILITIES.
a. Commandant (G-CCS-2) will:
(1) serve as the Coast Guard Internal Control Officer,

(2) seyment the Coast Guard's program, administrative,
and financial functions into assessable components,
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(3)
(4)
(5)
(6)
(7)
(8)
b.

forward the appropriate listing of assessable
components to respective Headquarters and field
units under separate correspondence,

initiate and coordinate the risk assessment process
for assessable units,

assign and schedule internal and alternative control
reviews based on the results of the risk assessments,
external audits, management studies and other factors,

coordinate and conduct follow-up to ensure material
weaknesses are corrected,

review the annual certifications to provide the
Commandant with a sound basis for his certification
report to the President and Congress, and

complete such projects as the Management Control Plan
(MCP), the Corrective Actions Tracking System (CATS),
and the High Risk Area report.

Chiefs of Offices and special staff divisions at
Headquarters, area and district comanders, commanders
of maintenance and logistics commands, unit commanding
officers, and Coast Guard Activities Europe, shall:

(1)

(2)

(3)

(4)

ensure that risk assessments, internal control reviews,
and alternative internal control reviews are conducted
as directed by the Coast Guard Internal Control Officer
and in accordance with guidance provided in this
instruction,

designate an individual on their staff to serve as the
point of contact for A-123 and coordinator for their
command. Notify the Coast Guard Internal Control
Officer of the individual's name, business address and
phone number upon receipt of this instruction and
update the information as changes occur,

ensure the effectiveness of internal control systems
operating in an organization for which they have
command responsibility. Schedule and take corrective
actions to alleviate deficiencies. Evaluate reports of
breakdowns in internal controls submitted to them and
forward to the Coast Guard Internal Control Officer if
significant enough to warrant Commandant attention, and

submit annual certification by 15 September to the
Commandant on the adequacy of their internal controls
in accordance with the guidance provided in Chapter 5.



Encl:
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ACTION. Chiefs of Offices and special staff divisions at
Headquarters, area and district commanders, commanders of
maintenance and logistics commands, unit commanding officers,

and Coast Guard Activities Europe shall comply with the contents
of this instruction.

REPORTS/FORMS .

(a)

(b)

Reports Control Symbol, RCN-5700-1 applies to the Risk
Assessment Score Sheet (CG-5430).

Reproduce locally copies of forms DOT F5100.1, CG-5400
(1-85), CG-5400A (1-85), CG-5400B (1-85), CG-5400C
(1-85), located in Chapter 3, and CG-543C (6-86)
located in Chapter 2.
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(1) OMB Circular A-123 (revised)
(2) DOT Order 5100.4B
(3) Description of Event Cycles
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CHAPTER 1

BACKGROUND AND POLICY GUIDELINES

BACKGROUND

a.

The Office of Management and Budget (OMB) under the
Federal Managers' Financial Integrity Act of 1982 and
the Accounting and Auditing Act of 1950 require Federal
agencies to ernsure that internal accounting and
administrative controls are effective and meet standards
prescribed by the Comptroller General.

Circular A-123 (revised) [Enclcsure (1)] is OMB's
directive on Internal Controls. A-123 establishes policy
on internal controls, and outlines a structured program
of mandatory administrative assessment of agencies'
internal control systems.

Department of Transportation (DOT) policies and standards
on internal controls and accounting systems are outlined
in DOT Order 5100.4B [Enclosure (2)].

OBJECTIVES. The objectives of the A-123 program, and
internal controls in general, are to ensure that the Coast
Guard:

safeguards against unauthorized use or disposition of
financial or other resources,

executes transactions in accordance with authorizations,

maintains reliable financial and statistical records,
reports, and other administrative or programmatic data,

adheres to applicable laws, regulations and policies, and

manages all resources, programs, administrative
responsibilities efficiently and effectively.



3. POLICY.

a.

Coast Guard policy requires compliance with the
requirements of OMB Circular A-123 and DOT Order
5100.4B. All levels of management are responsible
for ensuring the adequacy of internal controls for
protection of Coast Guard resources from fraud, waste
or abuse. Managers must establish or change internal
controls as necessary to comply with the standards of
OMB Circular A-123. Performance appraisals of all
personnel, military and civilian, who are responsible
for carrying out the internal control systems program,
shall reflect their level of responsibility. Risk
assessments, internal and alternative management
control reviews shall be considered a factor in
performance appraisals.

4. DEFINITIONS

a.

Assessable Unit. A major program, administrative or
financial activity, function or subdivision subject to
vulnerability assessment.

Control Objective. A desirable goal or condition for

a specific event cycle (example: a program, project or
other goal) that reflects the application of the overall
objectives of internal control to that specific cycle.

Note: Control objectives are not absolutes. Since the
achievement of control objectives can be and are
affected by such factors as budget constraints, staffing
limitations, consideration of other workload priorities,
statgutory and regulatory restrictions, and cost-benefit
considerations, the lack of achievement of control
objectives does not necessarily represent a defect or
deficiency requiring correction. Such limiting factors
need to be considered in determining whether there is

and safeguarded.

Event Cycle. The process used to initiate and perform
related activities, create the necessary documentation,
and gather and report related data; in other words,

a series of steps taken to accomplish a task.

Existing Safeqguards. The internal control measures or
procedures which are currently in place to prevent or

at least to minimize waste, loss, unauthorized use, or
misappropriation.




General Control Environment. Various environmental
factors (such as management's attitude toward internal
control, competence and integrity of personnel,
delegation and communication of authority and
responsibility, ADP considerations, and others) that can
influence the effectiveness of internal controls over
program and administrative functions.

Inherent Risk. The inherent potential for waste, 1loss,
unauthorized use, or misappropriation due to the nature
of an activity itself.

Internal Control. The plan of organization and methods

and procedures adopted by management to provide reasonable

assurance that: obligations and costs are in compliance
with applicable laws; funds, property, and other assets
are safeguarded against waste, loss, unauthorized use,
or misappropriation; and revenues and expenditures are
properly recorded and accounted for to permit preparation
of reliable reports and maintain accountability over
assets.

Internal Control Documentation. Written policies,
organization charts, procedural write-ups, manuals,
memoranda, flow charts, decision tables, completed
questionnaires, software, and related written materials
used to describe internal control methods and measures,
to communicate responsibilities and authorities for
operating such methods and measures, and to serve as a
reference for persons reviewing the internal controls
and their functioning.

Internal Control and Alternative Control Review.

A detailed examination of a system of internal control
to determine whether adequate control measures exist
and are implemented to prevent or detect the occurrence
of potential risks in a cost effective manner.

An alternative review is a process used to determine
overall compliance and may include audits, management
studies, or other similar reviews.

Internal Control Standards. The internal control
and accounting standards issued by GAO for use in
establishing and maintaining systems of internal
control. These standards are applicable to all
operations and administrative functions but are not
intended to limit or interfere with duly granted
authority related to development of legislation,
rulemaking, or other discretionary policymaking in
an agency.




Internal Control System. The sum of the organization's
methods and procedures used to achieve the objectives of
internal control. An internal control system is not a
separate system within an agency, but rather an integral
part of the management processes used by an agency to
carry out its programs and activities.

Internal Control Technique. Processes and documents
capable of being used to efficiently and effectively
accomplish an internal control objective and thus help
safeguard an activity from waste, loss, unauthorized use,
or misappropriation.

Material Weakness. A situation in which the designed
procedures, or the degree of operational compliance with
them, does not meet the objectives of internal control
specified in section II of this chapter.

Note: 'Material Weakness' should not be confused with
'risk'. Risk refers to the relative potential of a
program or function for waste, loss, or other abuse;
while material weakness is an actual situation where
there is no reasonable assurance that waste, loss, etc.
is being prevented. This is usually determined from an
internal control review, audit, or other evaluation.

A program or function could be rated highly vulnerable
but have adequate controls such that no material
weakness exists.

Risk Assessment. A preliminary evaluation of the
susceptibility of a program or function to waste, 1loss,
unauthorized use, or misappropriation utilizing a
structured evaluation or assessment guide. A Risk
Assessment is not conducted in as much depth as an
Internal Control Review.

RESPONSIBILITIES.

a.

Commandant (G-CCS-2) is designated as the Coast Guard
Internal Control Officer. The Internal Control Officer
will promulgate appropriate directives and cocrdinate
Coast Guard implementation of A-123. The Internal
Control Officer is responsible for providing guidance,
policy, instructions and training as necessary to ensure
Coast Guard compliance with the reguirements of A-123
and successful response to A-123 by Coast Guard managers.

Area and district commanders, commanders of maintenance
and logistics commands, unit commanding officers, CG
Activities Europe, and Chief of Offices and special staff
divisions shall:



(1) Ensure that all internal control program
requirements, such as Risk Assessments and Internal
Control and Alternative Control Reviews, are
conducted in accordance with published instructions
and schedules.

(2) Designate an individual on their staff to serve as the
point of contact for A-123 and coordinator for their
command. Notify the Coast Guard Internal Control
Officer of the individual's name, business address
and phone number upon receipt of this instruction and
update the information as changes occur.

(3) Ensure the effectiveness of internal control
systems operating in an organization for which they
have command responsibility. Schedule and take
corrective actions to alleviate deficiences.
Evaluate reports of breakdowns in internal controls
submitted to them in accordance with paragraph 5.c.,
below, and forward to the Coast Guard Internal
Control Officer any reports which, in their opinion,
are of significant gravity to warrant Commandant
attention.

All Coast Guard personnel, military and civilian, shall
comply with the requirements of internal controls
established to protect Coast Guard resources from fraud,
waste and abuse. BAny significant breakdown of an
internal control system should be reported immediately,
through the chain of command, to the appropriate manager.






SEGMENTATION AND RISK ASSESSMENT

SEGMENTATION

Commandant (G-CCS-2) with assistance from Chiefs of Offices and
special staff divirions at Headquarters, will segment the Coast
Guard into assessable units for conducting Risk Assessments and
Internal and Alternative Internal Control Reviews. Assessable
units are developed from Coast Guard's organization and
functional alignment.

1. RESPONSIBILITIES
Chiefs of offices and special staff divisions at
Headquarters, area and district commanders, commanders of
maintenance and logistics commands, commanding officers of
Headquarters units, and Commander, Coast Guard Activities
Europe shall:

(1) designate an individual on their staff to serve as
the point of contact for A-123 and coordinator for
their command,

(2) conduct Risk Assessments and complete Risk
Assessment Score Sheet (CG-5430), Exhibit 2-A,
according to direction provided by the Coast Guard
Internal Control Officer and guidelines provided in
Chapter 2, for the internal controls of those
Assessable Units listed for their organization, and

(3) submit completed Risk Assessment Score Sheets to
Commandant (G-CCS-2) biennially by 15 September.

2. GENERAL INFORMATION AND INSTRUCTIONS

a. Risk Assessment. A Risk Assessment is an evaluation of
the susceptability of a program or function to
unauthorized use of resources, errors in reports or
information, and illegal or unethical acts. It is based
on considerations of the environment in which the program
or function is carried out, the inherent riskiness of the
program or function, and a preliminary evaluation as to
whether adequate safeguards exist and are functioning.

b. Responsibility for Assessment. Coast Guard managers at
Headquarters, Headqguarters units, maintenance and
logistic commands, in the districts, and at Coast Guard
Activities Europe shall conduct Risk Assessments.

2-1



Risk assessments should be conducted by the managers most
responsible for, or familiar with, a particular assessa-
ble unit. The process of internal control evaluation is
an opportunity for managers to examine their internal
management practices and policies in a structured manner.

Internal Control and Improvement Process. The internal
control evaluation and improvement process does not stop
with Risk Assessments, since by themselves Risk
Assessments do not identify weaknesses or result in
improvements. Rather, they are the mechanism with which
an agency can quickly determine the relative potentials
for loss in its different functions and activities, and
then determine whether to schedule those found to be at
some risk for Internal or Alternative Control Reviews and
corrective actions as necessary.

The Assessment Process..

(1) Risk assessments should be performed by one or more
individuals assigned to the program activity or
function being assessed. Risk assessments must be
conducted by Headgquarters offices, Headgquarters
units, maintenance and logistics commands,
districts, or Coast Guard Activities Europe for the
list of assessable units prcvided them biennially by
Commandant (G-CCS5-2).

(2) Complete one Risk Assessment Score Sheet, (CG-5430,
RCN-5700.1), biennially, according to the following
instructions, for each assessable unit listed.

3. INSTRUCTIONS FOR COMPLETING THE RISK ASSESSMENT SCORE SHEET.

a.

b.

The Risk Assessment Score Sheet. The Risk Assessment
Score Sheet is used to complete the Risk Assessment
process, that is, to determine the status of the General
Control Environment, to deteruine the degree of inherent
risk, and to make a Preliminary Evaluation of
Safeguards. As an assessor, you are responsible for the
accurate completion of the score sheet relating to the
activities or functions you have been assigned.

Choosing an Answer.

(1) The Risk Assessment Score Sheet has a number of
possible scores for each gquestion. To determine the
score, read the "Considerations" for the item,
review the choices, and pick the choice which most
closely depicts the status of the function or activ-
ity you are assessing. Examples are provided for
each response choice. The choices are

2-2



(2)

(cont'd) designed so that you should be able to
make a determination from the examples provided.

If that is not so, try to reduce your choices to two
and then choose. If in choosing, you can't
determine which of the two most closely depicts the
function or activity you are assessing, choose the
answer having the higher score.

After you have determined the proper score, circle
the number on the score sheet for the consideration
you are addressing which corresponds to the score
you have selected. Note that each management con-
sideration on the answer sheet has only the scores
which are available for that item. There are no
right or wrong answers in the Risk Assessment
process. All answers should be based on a straight
forward assessment of the function or activity by
the evaluator.

Upon completion of the scoring for each function or
activity, add the scores and write the total in the
appropriate place on page two of the score sheet.






RCN NO. 5700-1

Risk_Bssessment Score Sheet
Complete one evaluation sheet for each assessable unit using the assess-
ment guide provided.

Title of Assessable Undt: e e e et

COMPONENT NUM: - . Organizational Unit:

Prepared by: f . e e e i e
(Title/Signature) (Date) (Telephone #)

Approved by: e e e &
(Title/Signature) (Pate)

D e Y TP D NS R G P D G R D P AP S TR S A EP M A e e S U A D S SR ED e SN NP O T G AR R W W Y R D AN MR P G TR SR D oY P S T G R B R AR S S e e e - - -

Respond to Considerations 1-30 by circling the appropriate answer

1. RESPONSIBILITIES OF PERSONNEL INVOLVED 1 3 5
2, WRITTEN PROCEDURES AND INSTRUCTIONS , 2345
-3, INSTRUMENTS UTILIZED IN THE PROCESS/SYSTEM 1 3 5
4. INTERACTION ACROSS ORGANIZATIONS 2345
5 SENSITIVITY BY ENTITIES EXTERNAL TO THE 1 3 5
DEPARTMENT
6. NEWNESS OF PROGRAM 12345
7. EXPECTED APPROPRIATION FOR THE PROGRAM IN THE 12345
NEXT FISCAL YEAR (FY)
8. NATURE OF THE PROGRAM NA 123465
9. RECENT CHANGES IN RESOURCE LEVELS 12345
10. IMPACT OR SENSITIVITY OF THE PROGRAM ON PERSONS Na 1 3 5

CR ORGANIZATIONS EXTERNAL TO THE DEPARTMENT

Dept of Transp., USCG, CG-5430 (6-86)
LOCAL REPRO



Reverse of CG-5430 (6-86)

11.
12.

13,

14,
15.
16.
17.
18.

19.

20.
21.
22.
23.

24.

25.
26.
27.
28.
29.

30.

APPRECIATION FOR EFFECTIVE INTERNAL CONTROLS

ASSUMED EFFECTIVENESS OF EXISTING CONTROLS

THE INTERVAL SINCE THE MOST RECENT EVALUATION

OR AUDIT

RECENT INSTANCES OF ERRORS OR IRREGULARITIES

STATUS OF AUTHORIZING LEGISLATION
SCOPE OF WRITTEN AUTHORITY

TYPE OF ADMINISTRATION
ADMINISTRATIVE RESOURCES - STAFF

ADMINISTRATIVE RESOURCES - S & E DOLLARS
(Salaries and Expenses)

OPERATIONAL COVERAGE BY WRITTEN PROCEDURES
POTENTIAL FOR CONFLICTS OF INTEREST
ADEQUACY OF CHECKS AND BALANCES

PERSONNEL CONSIDERATIONS

ADEQUACY OF REPORT
(Particularly Financial Reports)

ADP CONSIDERATIONS

EMPLOYEE STANDARDS

BUDGETARY AND ORGANIZATION GOALS
TIME CONSTRAINTS

CLASSIFIED MATERIAL

COSTS VERSUS BENEFITS OF EXISTING CONTROL
SYSTEM

TOTAL SCORE

NA

NA

NA

1 3

1234

12314

1234

1 34

1234
2 34

1 3

1 3
234

1 3

1 3

1 3

123

1 3

123

1 3

1 3

12314

1l 3




4. Risk Assessment Work Book.

The following thirty gquestions provide short descriptions

on particular types of internal controls or management
activities and outline basic considerations or issues.

You are then given several descriptions, with examples, of
how an internal control or management activity may operate.
Choose the description for the internal control or management
situation which best fits the activity or function you are
evaluating.

QUESTION # 1: RESPONSIBILITIES OF PERSONNEL INVOLVED

CONSIDERATIONS

One factor in any function or activity is the authority of the
individuals over the "resource" being protected. That is why

there is generally more than one level of review and approval

prior to the disposition of the resources.

The basic consideration is whether one person has the authority
to dispose of the resource, or is the authority shared with
others, each of whom may interrupt or disapprove of the
transaction. There is more opportunity for improper resource
disposition if only one person controls the action.

Decision-making authority on matters relating to cash are
generally multi-level, for example, the processing of time cards
is essentially between employee and supervisor. However, one
person may make a determination, based on salary history, of the
grade and step an individual receives on entering Federal
service.

CHOICES AND EXAMPLES:

Multi-employee share responsibility. This situation Score

exists if the transaction process involves more than

an employee and his/her supervisor having control over
the APPROVE/DISAPPROVE portion of the transaction cycle,
for example, the requestor, the immediate supervisor, the
upline supervisor(s), the executive officer, and the
finance officer, prior to the approval of the proposed
obligation of funds.

Emplovee/Supervisor Relationship. The employee Score 3

asks for and the supervisor approves, for example,
request for leave.

Individual Direct Control over the Rescurce. S
This exists if one person can request and approve the
disposition of the resource, for example request and
distribution of supplies.

o
I
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QUESTION # 2: WRITTEN PROCEDURES AND INSTRUCTIONS

CONSIDERATIONS

Written procedures provide the benchmark by which managers can
review the activity in light of internal control objectives by

asking, "What is the Internal Control Objective?" and "Does the

procedure provide a means of meeting that objective?"”
Documentation of procedures in a transaction cycle is the
benchmark for most audit, follow-up, evaluation and review.

The basic issue is whether there are written procedures for

employees to follow and within general rules, how much discretion

is allowed. Usually, the more discretion allowed, the more
potential for abuse.

CHOICES AND EXAMPLES:

Specific guidance with no discretion allowed. For example,
the time-keeping system or preparation of travel vouchers.

Specific guidance with some discretion allowed.
For example, classifying positions, granting
administrative leave, access to personnel files.

Flexible guidance with significant discretion allowed.
For example, conduct of audits, allocation of S & E resources
(salaries and expenses), preparation of annual budgets.

No documented instructions. For example, a transaction
cycle in which the disposition of the resource is not
controlled by written procedures.

SCORE 2

SCORE 4

[4p]
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QUESTION # 3: INSTRUMENTS UTILIZED IN THE PROCESS/SYSTEM

CONSIDERATIONS

An instrument is a document utilized in the approval/disapproval
or execution phases of a transaction cycle. The basic issue is
the convertibility of instruments to cash or things suitable for
personal benefit. Many instruments can be converted to personal
use.

Can the instrument be realized in cash? Can the instrument be
utilized for benefit?

CHOICES AND EXAMPLES:

Non-convertible instruments. Memoranda and letters SCORE 1
indicating a determination or approval. These are

records of transactions and cannot be exchanged for

cash or services.

Controlled Instruments. Numbered items, convertible SCORE 3
to services, not cash. Government meal tickets, GTR's.

Negotiable instruments. Items directly convertible to SCORE 5
cash. Salary checks, checks received by the agency,
imprest fund vouchers.




QUESTION # 4: INTERACTION ACROSS ORGANIZATIONS

CONSIDERATIONS

The greater the number of organizations involved in a transaction
cycle, the greater the risk of error. Does the transaction cycle
remain within a chain of command or does it cross organization or

agency lines of authority and accountability.

CHOICES AND EXAMPLES:

Exclusive to one Functional Office. Classification,
telephone change requests.

Within two Functional Qffices. Procurement requests.

More than two Functional Offices. Proposed policy
directives, clearance of regulations, information
collection.

Involvement with other Agencies. Interagency
agreements, dealings with state and local governments,
professional organizations, Intergovernmental Personnel
Assignments (IPA) of systems which involve more than
one agency (i.e. payroll, or administrative payment
systems).

Score

Score

Score

Score



QUESTION # 5: SENSITIVITY BY ENTITIES EXTERNAL TO THE DEPARTMENT

CONSIDERATIONS

The existence of special interests for a function may be

indicative that it can be highly susceptible to fraud,

abuse or mismanagement. Therefore, consideration should be given

to whether the function has been the focus of special attention

from any of the following sources:
The President, Congress, or OMB.
Legislative deadlines.

Media Attention.

Litigation.

Special Interest Groups.

CHOICES AND EXAMPLES:

Low level of interest. Minor interest in the function.

Moderate level of interest. Occasional interest, but
not a pressing concern of those managing the function.

High level of interest. Significant consideration due
to the high degree of interest emanating from one or
more of the sources above. This situation exists if an
employee considers the impact on outside entities
virtually everytime he/she performs his/her function.

SCORE

L

SCORE 3

SCORE_5



QUESTION # 6: NEWNESS OF PROGRAM
CONSIDERATIONS

A program or program-type activity which has been in existence
longer can be potentially less vulnerable because procedures for
administering its resources have been worked out and in place to
a greater degree.

The age of the program or activity refers to the length of time
that it has had the same fundamental mission, without major new
responsibilities or legislative changes.

CHOICES:

Over 10 years old SCORE 1
6 - 10 years old SCORE_2
3 - 6 years old SCORE 3
1 - 3 years old SCORE 4
Less than 1 year SCORE 5




QUESTION # 7: EXPECTED APPROPRIATION FOR THE PROGRAM IN THE NEXT
FISCAL YEAR (FY)

CONSIDERATIONS

Programs or activities expending large amounts of money are
susceptible to greater degrees of fraud, waste, abuse or
mismanagement than programs or activities expending small
amounts. Accordingly the level of funding should be considered
in assessing the vulnerability of a program or activity.

In completing this item, the assessor should consider the
President's Budget Request for the next fiscal year as well as
the actions that the Congress has taken, particularly in regard
to the Continuing Resclution.

CHOICES:

Zero-Funding ~ SCORE 1
Up to $5 million SCORE 2
S5 - $25 million includes programs or activities CCORE 3

up to $25 million. ; i

$25 - $§100 million includes SCORE 4

Over $100 million SCORE




QUESTION # 8: NATURE OF THE PROGRAM

CONSIDERATIONS

An important factor in determining the risk of a particular
program to waste, fraud, abuse or mismanagement is the extent

to which Federal internal control mechanisms can effectively
monitor and influence program operations at the grantee or
contractor level. The specific type of program (e.g., a contract
or formula or discretionary grant) can impact the extent to which
program operations may be susceptible to weaknesses in control
procedures.

For example, there are more possible weaknesses which could be
the responsibility of program managers in the administration

of a discretionary grant program -- where program managers must
develop criteria for grant awards, convene a selection panel for
new grants, make recommendations for funding, and assist in the
final negotiations with successful applicants -- than would be
the case of program managers of a block grant or formula grant
program where the Federal role is more limited.

CHOICES:

Not Applicable This would include program-type SCORE NA
activities which do not involve the awarding

of funds (few Coast Guard program-type activities

involve awarding grants, but many do involve

contracting activities).

Block Grants SCORE 1
Formula Grants SCORE_2
Loans/Grants in Aid SCORE 3
Contracts SCORE 4

Discretionary Grants/Fellowships Includes
Cooperative Agreements.
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QUESTION # 9: RECENT CHANGES IN RESOURCE LEVELS

CONSIDERATIONS

A program or program activity which has had a funding or staff
increase in the last year could be less vulnerable because there
are additional resources to carry out the internal control
objectives. Conversely, a funding or staff decrease could
reduce the amount of effort devoted to internal control
objectives.

CHOICES:

Program Reassignment in last 18 months SCORE 1
Funding or staff increase 0 - 6% from last year SCORE 2
Funding or staff increase over 6% from last year SCORE 3
Funding or staff decrease 0 - 6% from last year SCORE 4
Funding or staff decrease more than 6% from last SCORE 5
year



QUESTION # 10: IMPACT OR SENSITIVITY OF THE PROGRAM ON PERSONS
OR ORGANIZATIONS EXTERNAL TO THE DEPARTMENT

CONSIDERATIONS

Federal agency programs and functions often have considerable
financial and non-financial impact on persons and organizations
external to the agency. Other programs may not involve any
monetary award, but can still command significant and widespread
interest by the general public and special interest groups.

When a program has such impact, it is likely to be subjected to
external pressures which may circumvent systems of internal
control.

The existence of special interests or extraordinary oversight is
also a sign of program impact or sensitivity. Therefore,
consideration should be given to whether the program activity
has been the focus of special attention from any of the
following:

~-The President, OMB, or Congress
~-Legislative mandates or deadlines
~Media attention

~Litigation

~-Special Interest groups

Information concerning potential impact can usually be obtained
from such sources as internal planning or budget documents,
Congressional hearing reports, program descriptions, and media
and public interest reports.

CHOICES:

Not Applicabl

e SCORE_NA

Low level of Impact or Sensitivity. Total number of SCORE.
individuals or organizations affected are relatively

small and special interest groups are nonexistent or

have little political leverage.

Moderate Level of Impact or Sensitivity. The program SCORE 3
serves moderately sizable numbers of individuals or

organizations, and while special interests may be active,

they are not a pressing concern for Coast Guard program managers.

High Level of Impact or Sensitivity. Significant impact SCORE 5
or sensitivity due to high degree of interest and potential

influence of program beneficiaries or their special interest

groups. This situation exists when program managers must
continucusly consider the impact of the program activity on

outside entities or individuals.
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QUESTION # 11: APPRECIATION FOR EFFECTIVE INTERNAL CONTROLS

CONSIDERATIONS

It is important that organizations and personnel involved in a
transaction cycle have an understanding of the roles they play in
the cycle, the reasons for the rules they follow, and the
necessity for considering those rules in both planning and
executing operations. Where there is little appreciation for
effective internal control, the likelihood of waste, fraud, abuse
and mismanagement increases.

Among the things an assessor must consider are:

What is the management attitude toward the development and
maintenance of internal controls?

Does the organizational structure have an appropriate grouping of
activities and reporting relationships?

Is top management assured of the competence and integrity of the
organization's personnel?

Are there appropriate delegaticons and limitations of authority?

If any of the above questions cannot be answered in a positive
manner, the existing controls are not particularly effective.

CHOICES:

Major Factor. Internal Controls operate at a high SCORE 1
level in planning and operations at all organizational
levels.

Moderate Factor. Internal Controls considered in one SCORE 3
or more of the following: evaluation of operations,
performance appraisals, external requirements.

Minor Factor. Little to no appreciation of Internal SCORE 5
Controls at most levels.




QUESTION # 12: ASSUMED EFFECTIVENESS OF EXISTING CONTROLS

CONSIDERATIONS

The existence of Internal Controls by themselves does not
guarantee protection from waste, fraud, abuse and mismanagement.
The controls must be reviewed and improved periodically.

The assessor should be able to estimate the effectiveness and the
need for review and improvement of internal controls.

CHOICES:
Highly effective. Controls not likely to require SCORE 1
revision.
Moderately effective. Controls require updating, but SCORE_2

revisions not likely.

Effective. Controls could benefit from minor SCORE 3
improvements and revisions.

Less than effective. Controls in need of more than SCORE 4
minor revisions and improvements.

No existing controls. Need for establishment of a SCORE 5
system of Internal Controls.




QUESTION # 13: THE INTERVAL SINCE THE MOST RECENT EVALUATION,
AUDIT OR INSPECTION

CONSIDERATIONS

The longer the interval between systematic operational reviews,
the greater the likelihood that system or operational errors will
go undetected. It is important, therefore, that all control
systems undergo periodic evaluations, audits, inspections or
reviews to detect errors and initiate improvements.

When was the last CG, GAO, IG, or other review of this operation
conducted?

CHOICES:

Within the last six months SCORE 1
Between 6 and 12 months SCORE 2
Between 12 and 18 months SCORE 3
Between 18 and 24 months SCORE 4
More than 2 years ago SCORE_5



QUESTION #14: RECENT INSTANCES OF ERRORS OR IRREGULARITIES

CONSIDERATIONS

Recent errors or irregularities are indications of either a lack
of internal controls or ineffectiveness of existing ones.
Further, the speed with which these errors are corrected can be
an indication of management commitment to minimizing opportun-
ities for fraud, waste, abuse and mismanagement.

In addition to formal findings by GAO, IG, etc., recent instances
of bad publicity (newspaper articles) or other criticism
(Congress, consumer, client) should alsoc be considered in
completing this item.

CHOICES:
No instances in the last 18 months. SCORE 1
Minor findings or known errors, fully corrected. SCORE 2

(Non-monetary findings)

Major findings or known errors, fully corrected. SCORE 3
(Monetary or major system findings)

Minor findings or known errors, outstanding. SCORE 4

Major findings or known errors, outstanding. SCORE



QUESTION # 15: STATUS OF AUTHORIZING LEGISLATION

CONSIDERATIONS

The status of the authorizing legislation often has an impact on
program stability. Situations involving expiration,
reauthorization or a sunset review can expose the program in
question to risk of fraud, waste or abuse in its operation.

CHOICES:

Not applicable to this assessable unit SCORE NA
Relatively stable SCORE 1
Covered by Sunset SCORE 3
Reauthorization within 2 years SCORE 4
Expiration within 2 years SCORE 5



QUESTION # 16: SCOPE OF WRITTEN AUTHORITY

CONSIDERATIONS

The written authority under which a program or function operates
is important from two perspectives:

- The specific authority delegated in writing controls the
amount of authority vested in the program's manager(s).

- The legislative or regulatory authority under which the
program operates is a limit on agency freedom to administer
the program.

CHOICES:.

Limited and Precise SCORE 1
Broad and Precise SCORE 2
Limited and Vague SCORE_3
Broad and Vague SCORE 4
No Written Authority SCORE 5



QUESTION # 17: TYPE OF ADMINISTRATION

CONSIDERATIONS

How a program is administered often affects the types of control
which the Federal government can impose. Generally the more
third party involvement, the greater the risk.

CHOICES:

Federal Government (Coast Guard) Only SCORE 2
Equal Federal Gov't and 3rd Party SCORE 3
Mostly 3rd Party SCORE 4
All 3rd Party SCORE 5



QUESTION # 18: ADMINISTRATIVE RESOURCES - STAFF

CONSIDERATIONS

Are the staff resources authorized to accomplish the assigned
mission sufficient to do the job? This question is not asked in
order to have each manager decry the amount of staff resources
assigned (compared to some ideal he/she would like to have), but
rather to elicit how the level impacts on the operation of
internal controls in the assessable unit.

CHOICES:

Ample SCORE 1
Adequate SCORE_3
Insufficient SCORE 5



QUESTION # 19: ADMINISTRATIVE RESOURCES - S & E DOLLARS (Sala-
ries and Expenses)

CONSIDERATIONS

Often administration of a program/function depends not only on
sufficient staff to do the job but on non-program dollars used to
administer their program. This is often in the form of travel
money, money for contracts, etc., which are allocated separately
from either appropriated program dollars or staffing levels.

CHOICES:

Ample SCORE 1
Adequate SCORE 3
Insufficient SCORE 5



QUESTION # 20: OPERATIONAL COVERAGE BY WRITTEN PROCEDURES

CONSIDERATIONS

To the degree that operational procedures are written,
distributed to employees and enforced, the possibilities of
mismanagement are reduced. Are routine operations covered by
written procedures which are monitored and enforced?

CHOICES:

Extensive and Detailed SCORE 2
Essentials Only SCORE 3
Partial Coverage SCORE 4
No Written Procedures SCORE 5



QUESTION # 21: POTENTIAL FOR CONFLICTS OF INTEREST

CONSIDERATIONS

This is an area which has received significant attention in
recent years. The potential for conflicts of interest on the
part of program administrators is one which must be carefully
monitored, or program participants and/or the public may lose
faith in the fair and impartial administration of government
programs/functions.

CHOICES:

Limited SCORE 1
Moderate SCORE 3
Substantial SCORE 5



QUESTION # 22: ADEQUACY OF CHECKS AND BALANCES

CONSIDERATIONS

Checks and balances are utilized sc that authority for certain
functions is diffused to minimize the potential for waste, fraud,
abuse or mismanagement. The assessor, in answering this
question, should try to determine, first if checks and balances
are appropriate, and if so, are they adequate to protect the
resources from manipulation, etc.

CHOICES:.

Not Applicable SCORE__NA
Adequate SCORE_1
Insufficient SCORE _3
Required but Totally Lacking SCORE 5



QUESTION # 23: PERSONNEL CONSIDERATIONS

CONSIDERATIONS

One of the most important factors in the successful operation of
a system of internal/management control is personnel. If the
operating personnel are not gqualified and properly trained for
the functions they are to execute, the best-designed system of
internal/management control may not function in the manner
intended. The question speaks only to the qualifications and
training of the personnel assigned, not the numbers of personnel
assigned.

CHOICES:

Fully Trained and Qualified SCORE 1
Qualified but require Training SCORE 3
Unqualified SCORE 5



QUESTION # 24: ADEQUACY OF REPORTS (Particularly Financial
Reports)

CONSIDERATIONS

The accuracy and timeliness of normal recurring reports
(particlarly financial reports) are good indicators of
a well-run operation.

CHOICES:

Reports are accurate & timely. SCORE 1
Reports are accurate but usually late. SCORE 2
Reports are less than accurate, but on time. SCORE 3
Reports are usually inadequate and late. SCORE 5
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QUESTION # 25: ADP CONSIDERATIONS

CONSIDERATIONS

Many activities are highly dependent on ADP for either operations or
providing data or information on which management decisions are
made. While use of ADP can save time there are issues of
reliability and security which are particularly important when the
use of automated equipment is involved. When assessing ADP,
consider general and application controls as defined below:

General Controls apply to all processing carried out within a
computer installation and are independent of computer
applications. Generally, many applications are normally processed
in the same installation. General controls include:

Data Center Operations Controls

Security Controls

System Software Controls

Hardware Controls

Distributed Processing and Network Operation Controls
Organizational Controls

Application Controls are primarily concerned with data being
processed. Collectively, they form a network of controls in a
system to facilitate the production of accurate and reliable
information. Certain internal control technigues should be
incorporated directly into the application to help ensure
accurate and reliable processing. Although these control
techniques may be unique to a particular application, they can
normally be grouped according to various stages of data
processing. The basic application control techniques consist of:

System Design, Development and Modification Controls
Data Origination Controls

Data Input Controls

Data Processing Controls

Data Output Controls

Additional information is provided in DOT's "ADP Internal Control
and Vulnerability Assessment Guidelines" dated April 1986.

CHOICES:
ADP is not a factor in this function. SCORE_NA
ADP usad for up to 10% of reporting or operational data. SCORE 1

ADP used for 10% to 50% of reporting or operational data. SCORE 3

ADP usaed for more than 50% of reporting or operational SCORE
data.
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QUESTION # 26: EMPLOYEE STANDARDS

CONSIDERATIONS

Both performance and conduct standards are extremely important as
control systems themselves. These systems establish rules of
performance or conduct expected of employees. If employees are
not aware of or do not adhere to these standards, organizational
performance may deteriorate and/or conduct expected in certain
circumstances cannot be assured.

CHOICES:
Standards are disseminated and followed. SCORE_1
Standards are disseminated but adherence is not SCORE 2
reviewed.
Standards are disseminated but adherence is spotty. SCORE 3
Standards are not disseminated in a manner designed SCORE 5

to assure adherence.



QUESTION # 27: BUDGETARY AND ORGANIZATION GOALS

CONSIDERATIONS

The establishment of both budgetary and organization goals
provides employees with benchmarks by which they can measure
accomplishment and also set individual goals for personal
accomplishment, Where these goals are not established, reviewed
periodically, updated and disseminated to emplovees, successful
achievement is less likely.

CHOICES:

Budgetary and Organization Goals are established, SCORE 1
reviewed periodically, updated and disseminated to
employees.

Goals are established and disseminated but not SCORE_3
reviewed and updated periodically.

Geoals have not been established. SCORE




QUESTION # 28: TIME CONSTRAINTS

CONSIDERATIONS

In many activities the requirement to produce under deadline
imposes severe time constraints. This can reduce the ability to
produce work of consistent quality and may also generate a
powerful inducement to end run systems of internal control
because of time constraints.

CHOICES:

Time constraints are not a significant factor in SCORE 1
operations.

Time constraints are a factor but only moderately so. SCORE 3
Time constraints are a significant daily fact of SCORE 5
life.



QUESTION # 29: CLASSIFIED MATERIAL

CONSIDERATIONS

The handling of classified material imposes special
responsibilities and requires special controls in an
organization. The safeguarding of such material requires more
than ordinary precautions on the part of employees of the
organizational element.

CHOICES:

The activity generally does not handle SCORE 1
classified material.

The activity handles classified material and “ORE 2
there have been no security violations in the
past year.

There have been minor security violations in SCORE 3
the past year.

There have been more than minor violations but SCORE 4
practices have been instituted to prevent
recurrence.

There have been more than minor violations and SCORE 5
practices to prevent recurrence have not been
instituted.



QUESTION # 30: COSTS VERSUS BENEFITS OF EXISTING CONTROL SYSTEM

CONSIDERATIONS

In some cases there is question as to whether the cost of a
control exceeds the benefit. An example would be the potentially
high cost of 100% audit of travel vouchers which would result in
significantly less saving per voucher than the cost of the audit.
The assessor should determine if the cost of an existing control
system is worth the benefits obtained.

CHOICES:
The costs of the system(s) are well SCORE 1
worth the benefits.

There is a question as to whether the costs SCORE 3
outweigh the benefits.

The costs do outweigh the benefits and the system SCORE 5
should be reviewed.
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An internal control review is a detailed examination of a
system of internal control to determine whether adequate
control measures exist and are implemented to prevent or
detect the occurrence of potential risks in a cost
effective manner. Potential risks mean fraud, waste and
abuse of Government resources and mismanagement of
Government programs.

Internal control reviews provide the manager with a
beneficial tool which:

(1) focuses on specific highl